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MercerGOLD+™ Authentication Process

MercerGOLD+ uses Mercer’s single sign-on technology, which offers a robust and secure user
authentication process to log into MercerGOLD+.

When accessing the MercerGOLD+ website (https://www.mercergoldplus.com), you will be
prompted to enter your corporate email address (the email address that you use to log into
MercerGOLD+):
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At the following screen, you will be prompted to enter your Mercer Account Center Password:
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Welcome

Sign in using your credentisls below.

Sign In using your Mercer Account Center credentials below. Log In Guide

Sign In About MercerGOLD+
Enter Corporate Email Address: New to Mercer Account Center?
i : After 6 May 2016, your password to access
ABC.Benefits@corporate y
nefis@esmporste com MercerGOLD+ will change. If you have not yet done so,
Enter Mercer A Password: select "Create Mercer Account Center ID" to create an
/ﬁmﬁ\ account and new password. Important tips

- Your email ID MUST remain the email address you
use to log into MercerGOLD+
- Following your account registration, CHECK YOUR
EMAIL and click the link to “confirm” your registration
Create Mercer Account Center ID - After confirming your registration, return to the
MercerGOLD+ log in page and enter your email and

new password.

Forgot Mercer Account Center Password?

Lquestions about these steps, please consult
the Log ide, linked to the top of this page, or click
the ‘Contact ™ g

Contact Mercer

S [~

If you have not yet created an account with the Mercer Account Center*, click on the link to Create
vour Mercer Account Center ID next to the “lock” icon on the screen below and follow the screen
prompts to create your account and new password to access MercerGOLD+, using the same email
address you use to access MercerGOLD+ today.

*If you currently have a Mercer Account Center account because you already use the following
Mercer applications including Mercer Globe, FSM Pro, Mercer Premier and Mercer Pension Risk
Exchange, your Mercer Account Center password remains unchanged and can be used to log
into MercerGOLD+ at the screen above. If you have forgotten your Mercer Account Center

Password, follow the prompts to reset your password through the Mercer Account Center
screens.

If you are new to the Mercer Account Center, please review the steps on the following
pages to establish an account. Only one account is needed; The password you create for
this account will be used to log into MercerGOLD+ going forward.

The Mercer Account Center enables you to set up an account that will provide you access
to many of Mercer’s applications with one single ID and Password.
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CREATING YOUR MERCER ACCOUNT CENTER ACCOUNT

Please note:

these steps,
forward.

The following 4 steps should only be completed one time. Upon completion of
you will have established your new password to log into MercerGOLD+ going

1. To create an account so that you are able to log into MercerGOLD+, select “Create Mercer

Account

Center |D” at the screen above. At the following screen, you will be prompted to enter

personal

information, your new login information, and security contact information.

MERCER ACCOUNT CENTER ~ Engian

Create Account )
IMPORTANT: The email

address you enter here
MUST be the same as the

Mercer Account Center now allows you to have a single sign in solution across all participating Mercer applications. Please enter the information bel
create your new account.

Personal Information Login Information
i First Name: + Email Address: emal | add ress th at you use
to access MercerGOLD+.
« Last Name: * Re-Type Email Address:
« Country: * Password: Password rules v
choose one. v
The password you create for
* Language: * Re-Type Password: . .
Shooss o 9 this account is the new

password you will use going
forward to log into
MercerGOLD+.

Security Information

In addition to your email address above, you can add more contact methods below so we can email, SMS or call you with a code if we ever detect a secul
risk with your account.

© Add more contact methods (optional)

Security Check
This is an optional step; you can add

Enter both words below, separated by a space. Try different words.
additional contact methods for your Mercer

MI! m 4 ?l‘ s Account Center account at any time:
N ‘Add more contact methods

* Enter The Words Above:

2. After you have completed the above form, the following screen will appear, indicating you will
receive an email to confirm your registration:

MERCER ACCOUNT CENTER v eogin

Your Account is Pending

+ Confirmation
You have successfully submitied a request to create an account

Almost Done
There is one final required step in ocder 1o complete the Creation of your account.

Shortly you will receive a confimation email to the email address you provided for this account. Chick the Ink in the email in ocder to
complese Ihe regisiration process.

You may click here to login 10 your after your process.
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If you have not received this email shortly after step 2 (the email should arrive in less than a
couple of minutes), please check your spam/junk email folder or contact your corporate IT to
allow the Mercer Account Center email to be received.

When you receive the following email, click Confirm Your Registration.
Please note: This step must be completed within 24 hours, or you will need to begin again.

Mon 1/8/2018 12:25 AWM

NoReplyMercer

Your Mercer Account Center Account Has Been Created
To

Welcome to the Mercer Account Centerl

The Mercer Account Center now allows you to have a single sign in solution across all participating Mercer applications. You will also be able to manage your profile - update your email address and change your password
in one place.

In order to complete the creation of your account, please click the link below to complete your registration:
Confirm your registration
If clicking the link doesn’t work.please copy and paste the link below into a new web browser window instead:

hitps:/iglobalidentity1-ga mercer com/SelfServiceUVReqister/Complets ionlD=3d66dff7-4426-4205-83f2-9dfBfd54253f&locale=en-US

For your security, the link is valid for the next 48 hours. Please do not reply to this email. Instead, please contact the application's support team for assistance.

Thank you,
[Mercer Account Center]

If you have any questions about this process, please email the MercerGOLD+ Support team at
MercerGOLD@mercer.com.

3. After you've confirmed your registration, you'll see the following message.

MERCER ACCOUNT CENTER ~ Engen
) This message means that you can

Registration Complete

 Contrmaton
You have successfully created your account

Thank You
Thank you for registering. You now have access to the Mercer Account Center

The Mercer Account Cenler aows you 10 have 3 Single $ign In SOIUBON acfoss PAMIatng Mercer appications. You wil aiso be
abie to manage your profile ~ update your email adaress, change your password and your security Guestions ~ In one place.

/

now use your email address and new
Mercer Account Center Password to
access MercerGOLD+ at
https://www.mercergoldplus.com.

R10% -

AFTER YOU'VE SET UP YOUR ACCOUNT

After you have set up your Mercer Account Center login credentials, simply visit MercerGOLD+ at
https://www.mercergoldplus.com. Enter your MercerGOLD+ email address and select “Continue” to then
enter your new Mercer Account Center password at the following screen:
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&N MERCER
Your email address Welcome
Sign in using your credentisls below.
d oes not ¢ h an g e, Sign In using your Mercer Account Center credentials below. Log In Guide
Enter your new Sign In About MercerGOLD+
Mercer Account Enter Corporate Email Address New to Mercer Account Center?
B0 Bt aiton . After 6 May 2016, your password to access
Center passwor dto GEE S 5@ ormanin MercerGOLD+ will change. Ifyou have not yet done so,
. e e select “Create Wercer Account Center ID" to create an
Sij gn In lac Maruer Acocunt Canier Passaoat: account and new password. Important ips
- Your email ID MUST remain the email address you

use to log into MercerGOLD+.

- Following your account registration, CHECK YOUR
EMAIL and click the link to “confirm” your registration
Create Mercer Account Center D - After confirming your registration, return to the
MercerGOLD+ log in page and enter your email and
Forgot Mercer Account Center Password? new password.

For any questions about these steps, please consult
the Log In Guide, linked to the top of this page, or click
the ‘Contact Mercer’ button.

Back

Contact Mercer

The first time you log into MercerGOLD+ with your new password, you will be challenged to
confirm your identity by entering a multifactor authentication (MFA) verification code:

4: Select the contact method to receive your verification code, and select “Send Code.”
MERCER ACCOUNT CENTER

Verify Your ldentity

To protect your information, please select a contact method below to receive a one-time verification code.

@ mercergold@mercer.com

Your verified Ema

) aseseny 5555

Personal Cell Phone

Message and data rates may apply.

% MERCER

5: Check your selected contact method for the code. If email, be sure to check your spam
folder if you have not received the code as expected.

6: Correctly enter the code you received into the screen below and select Confirm. You will then
be allowed into MercerGOLD+.
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MERCER ACCOUNT CENTER

" Your code has been sent and will arrive shortly.

Verify Your ldentity

Please enter the one-time verification code we sent to ad**********@**rcer.com within 10 minutes.
If you don't see your code, please check your spam folder.

Verification Code:

Send a new verification code.
OR

Choose another contact method

Having Trouble? Get Help.

®» MERCER

After you confirm your MFA credentials, you will only be prompted for the verification code when you are challenged,
due to log in from a new device or the system detects unusual activity.

If you have any questions about any of the steps in this process, please contact the
MercerGOLD+ Support team at MercerGOLD@mercer.com.
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TROUBLESHOOTING

The following tips will assist you should you encounter any issues with establishing your

Mercer Account Center account and password to log into MercerGOLD+:

MercerGOLD+ does not recognize my credentials

1) If your Username (email address) or Password is not recognized by MercerGOLD+,

and you receive an error message after attempting to log in:

Signin

= The username of paesword entered I8 Incormect
Mercar Account Canter credentlals are required (2ae
Lag In Gulde abovel You may need fa clear your
browsar hlatary to procesd.

Enter Corporate Emall Address:

a) First check the spelling of your email address to be sure it is accurate. If it is not,

select the “Back” button and re-enter the correct the email address.

b) Your “username” is your email address that is used for all MercerGOLD+

communications.

a. When you establish your account in the Mercer Account Center, you must
use the email address that MercerGOLD+ recognizes as the email address
for the Mercer Account Center account.

c) You must use the Password that you established in the Mercer Account Center to

log into MercerGOLD+.

a. If you have not “confirmed” your registration with the Mercer Account

Center, the password you established will not be recognized by

MercerGOLD+. Refer to steps 2, 3 and 4 on the prior pages to confirm
receipt of the email from Mercer Account Center and complete your

account registration.

| forgot my Mercer Account Center password

2) If you have set up a Mercer Account Center password but have forgotten it, select the

“Forgot Mercer Account Center Password?” link on the log in page of MercerGOLD+
and proceed through the steps on this page to verify your identity to establish a new
password. You will receive an email with a link to change your password and an email

confirming the change.

&3 MERCER

Is below. Log In Guide

Sign In About MercerGOLD+

MERCER ACCOUNT CENTER

Forgot Your Password?

Enter Your Identifying Information
o » ou

First Name:

Last Name

Email Address

&% MERCER
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MercerGOLD+ “Access Denied”
3) If, after you enter your Mercer Account Center credentials, the MercerGOLD+ system

denies your access to the database, this means the email address you are using does
not match the email address that has been granted access to MercerGOLD+.

& MERCER

i. First, double check that the email address for your Mercer Account
Center account is the same as the email address to which you receive
MercerGOLD+ communications. If it is not, establish a new account in
the Mercer Account Center using the email address that receives
MercerGOLD+ system communications.

ii. If your email address is correct, reach out to the MercerGOLD+ team at
MercerGOLD@mercer.com to inquire about your access.

Mercer Account Center is not available

4) If you encounter errors in Mercer Account Center such as the following:

MERCER ACCOUNT CENTER

Fallure or destination URL domain is not whitelisted

Please be sure to clear your browser history (clear cache) and try again. Refer to the
instructions below on how to clear your browser history.
Multifactor Authentication (MFA) Issue Resolution

5) If you are unable to confirm the code provided in step 6 of these instructions, select the
“Get Help” link to troubleshoot.
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™ MERCER

¢ Back

Help with Multi-Factor Authentication

| did not receive a verification code via email
« Email may take a few minutes for delivery. Please update and/or refresh your mailbox.
- Check your junk email folder for sender ‘mfa@mercer.com.’

« Add ‘mfa@mercer.com’ to your email “safe sender” list.

| did not receive a verification code via text message or phone call

- For text message, ensure your device and service plan support text message delivery. The delivery of the text message
can vary by location, service provider, and signal strength.

« For voice call, the verification code will be repeated twice. Also, note that a voicemail will be left if you are unable to
answer the call.

| received a verification code that does not work

- For email, ensure you are using the most recent code. If you received multiple verification codes, only the newest one will
work. If you requested multiple verification codes, keep in mind that it might take some time for the latest code to arrive.
- For text message, ensure you are opening the text and using the code that is referenced within. Do not use the message

ar dar rads which visn mav eas in vunne nessisag

If the suggestions in Help do not resolve your issue, you may contact the MercerGOLD
team for assistance. By choosing to contact the team, you will be shown a Reference ID.
This ID is required for the team to help you resolve your issue. Please make a note of the
ID before closing your screen:

Contact Us for Help

Having trouble? We can help.

This is an example of a
reference ID; your ID will be
unique to you. The
MercerGOLD team is unable

Your Reference ID: 1234567

to look up this ID and unable
to assist you without you

mercergold@mercer.om providing your unique
Reference ID.

Email us at:

If you continue to encounter issues with Mercer Account Center or Multifactor Authentication,
please contact the MercerGOLD+ team via email at: Mercergold@mercer.com for support. During
business hours, replies will be received within 24 hours.
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MercerGOLD+ or the sign in pages are not working as expected
6) If at any time the system will not allow you to proceed, please clear your internet

browser history (“clear cache”) and start again from the main url:
https://www.mercergoldplus.com

To clear your browser history when using Internet Explorer, follow these steps:

1) Select the Tools menu and then “Internet Options”.

2) There is a section within Internet Options that is called “Browsing history”. Within
that section, select “Delete’.

3) Atthe “Delete Browsing History” screen, be sure that “Cookies and website data” is
selected, and select “Delete.”
- The system will return a message at the bottom of the screen:

Internet Explorer has finished deleting the selected browsing history.

4) Select OK on the remaining Internet Options pop up and then close the message
above (use the X to close).

| Tool 2D friemet Options ) friemet Options v
Delete browsing history, ki ) Frrony [y g Delete Browsing History E Genersl | Secunty | Content | frograms | Advanced
Preserve favontes website data
Home page: Home page:
Tracking Protection... 2 Keep cockies and temporary Intermet fles that enable your favonte g
? 0 creste home page tabs, type each address on fis o Ine. webstes b retan preferences and dieglay faster " ‘0 create home page tabs, type each address on s own ne
. » 1 ¢ et

v ActiveX Fiteing

Y Temporary Internet files and website fdes
Reopen hast browsing session Copves of webpages, mages, and media hat are saved for faster
Add site to Start meny ezt
7 Cookies and website data
Fles or databases stored on your computer by webutes 5 save Browsng hstory
preferences or improve website performance.

View downloads Browsng hstory

Pep-up Blocker ) Dte eoray e, aory, cockie

Delete tamgorary fies, history, cockes, saved posswords,
History VT and wed form nformaton.

SenartScreen Filter Lt of webates you have visted.

Macage add-ons Oownload Hist:
lory

Deete. Settngs
8 List of Ses you have dowricaded.
Sewch Sewch
Compatibility View settings Crange search defauts Settngs Form data Change search defautts Settngs
7 Saved informaton that you have typed into forms. 7
Tebs Taoe
Passwords -
Crange how webpages are deplayed i Settngs Ead it s Bukcalically St in whe 700 50 18 Change how webpages are dsplayed Settrgs
tabs. ot . - tabs.
F12 developer tools - 1 8 webmte you've previously visted.

cpewance Tracking Protection, ActiveX rit
OneNote Linked Notes Akt of ebmtes exchded om fiterrd

Colers Languages Fents Accessbity Protecton to detect where tes moht
Lync Click to Call sbout your vist, and exceptons ta Do

1 Send to Onelicte @ Sewsmiious e meragnthy you st ikt 0 some 9 =
5) Close all Internet Explorer browser windows entirely, reboot and then try the link

again.
To clear your browser history using Firefox:

1) Select the Tools menu and then “Options”.
2) There is a section within Options that is called “Advanced”.
3) Click on Network

4) Within the Cached Web Content section, select “Clear Now.”
5) You should see the disk space value change to 0.

10
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Downloads Ctrl+

Add-ons Ctrl+Shift+ A
Apps | Q searcn w B & A |Lngugs || =

Set Up Sync.

Network Update Certificates

Configure how Firefox connects to the Internet Settings...
‘Cached Web Content
Your web content cache is currel using 3.1 MB of dig! space Clear Now
v | Qverride automatic cache manageme
Advanced
Limit cache to 49 - MB of space
Offline Web Content and User Data
Clear Now

Your application cache is currently using 0 bytes of digk space

Exceptions...

+ | Tell me when a website asks to store data for offling use

Cached Web Content \

Your web content cache is currently using 0 bytes of disk space

6) Close all Firefox browser windows entirely, reboot and then try the link again.



